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(o) dndereFeruliiugiidudymvemthenuiieaniunmmumuigieuas

avsmsildnuingndemiselyl

AuaszuURpwmTIvaeulyddldeu ielilvilinnsamedeugdou

Tagilsguun

() dnfunsuiludeya anseng q Wgndewmnuilasuudanduainmieny

(@ wnumuansnisifwesldnuegatestlar o ATI kasnunIudNTULNL

ansluszAvganeanudunnnigldau

(@ Wowmihninslendre Wagudumue a1een duaanisineu visewasu
ninanusuiinvaulussuunvednsnsldnu nennsuansnislu e -

s
10 00. NMIUTMTIANTIRAR UG MTUNITY

(@) fMmuansasukUamarnIsenansianiu (Password) iegldauaiaen

PIDNUIINALAUS WIDUNLANNITITINU
(o) Amusverldeuvsesiagldaudadligiu

(o) deupusiadu (Password) Y351 lvAugldaunie3snsnuaendy
a a v A & ' a a ¢ . av 1A
nantasanisldyanadunsanisdsannunedidnnselind (E-Mail) 7l

n1s¥esiulunisdssianiu (Password)
(@ Awualigldanunsugudunislasusianiu (Password)

@ Awmundiuesgeulviglauldsianii (Password) Revanalalidiiy o A
(o) vuabigldaulidufinuiaiusiaiiu (Password) Tilussuunauiiunes

TugUuuuiliiladesiunisidnis

10 olb. HAKATTUU ABIUTMTIANITNITIURTaYanuUTzIAnTUAN&U Tunismiuny
N3Nl akAarUTHANTUAIUAUTINTUNDLAEATIMAT NI T AINIUTEUUU $IUT9TTNT

MangloyauiazUszinvtuanudy Iasweludl
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(@)

()

(en)

;:JQLLaiu‘UUmaqmwumﬁnummawawaua aﬁﬂgumiumimmmama waz3s
UgumiumammmmimmmamaLmawﬂs“mmummaummimm‘l@amq
WaZAITUNEIHIUIZUUIIU iaumaﬁmimmamauaLmavﬂﬁ“mmummau
MnUayainuay
Hvesdeyavzdosdinsmumumnuminzauvesdnslunsdfleyaves
flinuesnaioslas o afaileliiulaléindvsan 4 ARlITedimmmnzay

fauaszuumuaumadfeoyaudasussanduauguinisdiddeya

Tagmsauaznsidndesiussuuny gauaszuudesivuasederldam (User
Account) WagsianIu (Password) Lwaisﬂumsmaaaaummumwms’ﬂmm
suamaiutmawzjummawaua

msiuawaaﬂamﬂiymuiwuLﬂ%@su'wamﬁwsmz Aoalasunisiingia

(Encryption) Musnasgiana loun VPN

finsirualiuasusiaiuaiuszesnafir nuavesssfuaud fyved
doganuiiszyliluenans “msldnusiariugldanu’

fvuanpssinwiasiuasasafovestoyalunsdithdunindesnuen
yhean WU 1hgednw asedeslidiiunisdisesuazauteyaifveglude

Tuitnnou (Jusu

13190370 YARBINNITATIVADUAUMNEANYDIENT LU IR Toyaves
Eﬂmwuamquaaﬂau o ASadielrthilalgnavissng 4 FH T emedienmimzas

mﬂmmiﬂs“mmmwmLﬂmumﬂ%amm (Username) LLavwamu (Password)
vosyanalayAnaiy maqLﬂuaiumma‘umamimzmmmmmuummgmnﬂ
suduutevduiiieides

U8 oo, FEUVNUAITAUNANIGINIMTauLeaAUY (Business Information Systems)

Timihuiisufiarsanussiunng 9 Meiuanuiuaslaends asgadouds o neudnaule

Tgdayatiniuluszuva viieszuumalulagansaumanazenloudimeiu 1y 5eninansens
GUNRPBIGLV IV RI RYEN

(@)

(o)
(en)
(@)
(&)

Avusulevisuazamsnsiiteniuay Jesfu wazuimsinnisnislddeya
UMY

f1sandiavselieugnnisindleyadiuynna
finsaniiiyaanslatheiifansvielfiueyaalidilda
finsaniFeamsameJeoudlda

! ¥ LY 1

ladaygralusinsldnudeyadiAgyviedeyadusiuiulunsanszuulid

v Y

11M5N5UDINULNEIND
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d9uil e NIMMUANENIANUTURRYRUVRIKTYU (User Responsibilities)
10 o, MIPNUITEN FlFuaesuiR el

(@)

(o)

(en)

(@)

(@)

()
(o)

(w)

Aldausintihnlunislesiu gua Snuiteyatndverlday (Usemame) wag

Y
Y]

swasinu (Password) Tnegldauusazausesiitydderldan (Username) vos
puies Waldaufugdu sauviariariniswouwns wandie silvigdudass
s9aE 11 (Password)

AvuasiaiuUszneumeisnuslitosnin ¢ Mdnus Fsdesszneusie
$Lav (Numerical Character) $onus (Alphabet) wazfionusiiay (Special
Character)

wanAssn sk uioguuiiugiuiiansisanldie wu Jevidoumana
YoInuLBIvIensItumlunauIUNTY
Lildswarudruyanadmsunslduiludogasiufuyanadurituiniedte
AOUNIADS

Laldlusunsuneuiinasyrslunisdnsianiiudiuyanadnludd (Save

=

Password) dmsuirdesaeuiiumesduyanaiiflinunseunsosr
liaavetuiinsiariudmyaaaliluaniuil fnedensdaunaiiuesyanadu
Amunsiaiususuliiudldaulieandenisian waznsdaeusianiiu
TituildanusesdulusgnsUaende

Aldarudoadgusianiu (Password) Ly eco Tunionnadeid

N5 WIARULMUALUSTANY

10 o&. Msimadnsa wnldiudeyailuamudu dldnuezdenjifimuszdeunmsinw

AYIAUNNTIVNNT WA, beee wazdadldisnsdnsia (Encryption) Mmunzaunazuumsgiuanna
10 oo, MINTEle 9 MAnanslEdeyvesrldau (Username) duiingvungfimuali
Juanuiia lidnsnseiiuaziinangldnunielifinny Witeinluanusuiinveudiuyana

Far{l i uarApISURATaURoAURATIRT LD

10 oal. HlTURBIINITHgIUMAUNNATINOUNIEITAUNTNIVToTEVUANTAUMNAYD S

e wazinnsigaddmutuiidym liesiennsianiudenid vseinananuianaiala o

Af Jldnussuddigguassuunsuiuil TneUfuRnunuimis fedl

(@)
(o)
(en)

(@)

(@)

ABNTIIADITNNUTEAN mwﬁﬁqiwwiﬁaﬂ'ﬁéfmﬁ’]miﬁqaﬁﬁfmunnﬂ%
mslfnussuunaufiume Buluedodisazdoninisiigatsmmnads
nsldauBumesidn (Intemet) dosvinisfigatiinu wazsesdinistuiin
foyadsannsnvsvendmyanagldals
dlefldnilsiogfiedosneufiunes Feshmsdenuthaeynads uagdesims
figaidnunounislfnunnads

i usiosianainvinge (Screen Saver) ndannliléldaufung oo
Wi wagdedldsianu (Password) igndesdsazanunsaidavtaele

10 ox. {liusowmszninuazszinszisonisidaudeya ldindeyatuaziluves
nsgnsNassuay vieludeyavesyananisuen
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=X a ¢

78 ox. 1@NA15NTUAMUAUNIDTTEFUAINUAAY FaNUNeDNAINLATDIRUN (Printer)

<

£ a wva

naonautoyaimduaiudvlusudidnnsednd fldaudesu Ul IulUnnszidoudridn
wenSguusThdemsinwaTuEUTe TS fiil
(@) dnmnavfionansiiunnudunseiitisssuauddnygdlivmn
(o) dnifuuazimunisnstesiuifiamiudasafoeeaiiome
(@ nswmeund Wasuulas vign udevinane desldsuoygyinainiani
e vidogiiduives
(@ avdeuANNgniesvetenasnaululdiy
(@ vhaneenarsiidunudu vieflssfumuddygauilonunnnaduivlunis
gy
10 wo. HlinuildmsulunisguasnuiuasSuRnvaUrotoyaveINTENINAETITUEY tay
foyavesiFuuins maianmsgame Taeluldlumediin nmsweunslagla ldsueyge §ldany
Fosfldudnlunsiuiieseusenudemetude
1o b, linudestesiu gua fnwilidennudu anugndes wazaumioslivesteya
paenauenas detufinteyanoufimes vidomsaumaria 4 Mdssdenisidndslneddslisians
1o wo. Flicuiianilagveusssuiiazifivine e uazdeatudoyadiuyananiy
RAVGHEPE ﬂimsaqmﬁwsmamﬂwmsauuauuua giAsnsednsdiuyang LLaylmummMUﬂﬂa
vilsynnalaviinisas meamauamuumaimsﬂ,aﬂmuaummmm’ﬂﬂmummaumawauauu gL
Iuﬂsmwﬂszmmmﬁﬁmqmmaamsmaaaawaaﬂa yiemaindeyatuiedesiunssmmeassugy
Fensenriassnguetaussksliiiiuiniinsaaey shasmsnaeudoyamaniuldnasaiia
Tngliaaudalvigldaunsiu
10 war. MUUANIBLENU (Run) lUsunIuUsznm Peer-to-Peer (Maneis 3 sdnLasedng
pouimesuuuvils Afmuslsineniinmeslueiet ey niedeaniloutuniominiioniu mnenuin
wiazedowhailusunsuieduibideyafiuliios msdauuuivhlianselfivsunsuvdouitudoya
vosnaufiupoiidodlaild wiuflazdedldanniaiesuinisudlu (File Server) i) vidolusunsuiia
anudsslussduiiedtu 1wy Samesisud (Bittorrent) wie Bya (Emule) tudu uusazldsy
BUYINANTINTINUIBIY
fo be. Fudaveldnu (Run) Tusunsuesuladinnuszam wienrutuiiis 1wy maguils
laiwas i Wudu TusswinanaljuiRssnis
fo be. Fulidunindvomisnu Adandoal Wensmeuns doya doainu sUuam
viodsdula Mldnvaurdadofasssy anuiunmesUssina nguiune niensenuien1sAaves
NIENTNATITNGY
{0 oo, Hldaunsndvemisau Wenssuniu relitAaanudenie wieldluns
Tasnssudoua niedsdulasudunsiadengmunouazAasssu uiensznuenisnavesnszngd
GRHATGR]
1o b, WaltEunindvosnsznsnimsisaguiiosslovinisnisd
fo be. Hunszyiinisla 9 iensdndeya liirezidudoninu aw 1Fes viedsdule
TuiA3 U8 UUATAUNAYINTENTINES15EY Inewanuin lid1azeedsnisla o A
U8 e, UNTEVIINITIUNIUY YIaN8 Y3V ITTEUUANTAUNAYBIMINENUABIMEAYEIN
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{0 mo. TuildszuvasaumaveinsznTIsasITUgY iensmuauAsLTnlnDs WS oTTUY
asaumanieuen Taelilldueygmanivihmbenuvdedguaszuuilssunouving

1o ma. vhunspyiimsle o Sufldnuuziunisdnasulinuniedusiaduyanaverdu
liiezdunsdlle o Wevsslevilumsiddistoya wieiitensliminensfn

{0 mb. Vufnagunsnindenszsiinisle q iiedifeszuvatsaumaAveInszngag
as13aig IneldliSueygmannimthmihsnunierduassuuiilasuseumng
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dufl & NMIUIMTIANTEUNINE (Assets Management)

10 aen. {lderudedlaidluluguduidfinisdeyadiannsefing (Data Center nunad
amuﬁﬁi%’é’m%’uam@?«m’%amamﬁaLm@%LLaJSd’laL.Laz/vf%aqﬂmaﬂu%mﬁmmam%asdw) Adunmaig
lngfinuin LiuudldsuaygInangauassuy

fo e, fldudoslihguniaivietudiulaseniinesfoRnaedetioneufinnes
Vuusiaglasuaygnangauaseuy

fo me. fldamdedliinaiesilo viogunsaidula Weuduadetieiiionsusznougsia
GRNIGEE

fo mo. Fldausdadlidnasnuiovidnuiuiiudoyaiiddvansmitunisldau neuldsu
ouan wazgldnudeslld vieauuiludeyavesidu liinsdla 4

fo ae. fldsuiosinaredeyaddglugunsaldetuiindeya uiludeya Aeuilvzirdn
gunsaldanan uazlfinadnlunsaunsedoudoyariuuudeyaitinruddglugunsaldmiuiai
foyaneuiitraygeligBuigunsalidululdause iletestulilytinindrdstoyadidny wastoya
oglunnsdadssdonisidrfslaeddalad andduld uasfansaniBnsiaredoyavudotudin
foyausazUszin foil

Ussindeduiintoya | 35viang
N3Ny ldnsviumeiasesriuyhaieenans
Flash Drive - lin1svinatedayauu Flash Drive n1uu1n 5§14 DOD

gobo.blo M ¥83n58N51Na N MNanTgoLNInT Falu
WRsgIUMIThaedeyalagnsilisuivteyaiuralgseu
- 19383 unseunideme

Wi CD/DVD T¥n159UN8LATDIIUYINANULBNETT
Wy lEmsnurseunlideniy visewvinans
6 a I3 £2 o ¥ I3 a 3
gSanan -ldnrsviatedeyavueiiafaniniuu1nsgiu DOD

gobo. bl M 183n5¥N529na1nNanigoLuini daldu
nsgrumsiaedeyalaenisideuivdeyaifuvaieseu

- 13Bnsnunseunlvideme

fo o fléudniiidessuinveuse dunsndfiniroauneulilildeuiaiounds
\Duaunswdvosdldames Tneussmaensaunsng (Asset lists) Igldnudessuinveoy mssunie
Auduning wgniufinuazasnaeunnasalaadwihfifiniasnuieuie

Yo ae. GlFaudoslailigBududuning lidrlunsdla q GuudnisBuduldfunisoudd
Juanednualdnusanimtviieny

{0 <o. nsdliruusnanuifldnudesquanaziuinvevdunindveamisaudlasu
UBUMINY

fo <o. fldvuiiniififosaldandomeldimindauduaziiim viogymioniuyas
yiwgau mnarudemetiuinanarussnyveadlda
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fo <o. Flénuiansliduninduazszuvasaunesing q Anthsnudawiodllildo
TneitfngUsvasdiiionslfnuromiasnuyiniy Fadlildnuhauinduasssuuasaumnaing
TuldluRenssuimhessmilildimun vieviliAsmnudemesensenssasisasg

o €. Audsnele 9 MAnnnsagifianiude o lhieidumiuindiuyana
Tneldrudesiuinseudeaudsmeiiintu
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d9uil @ N1IAIUANNSIINANATaYI (Network Access Control)
10 «a. 1msNIsmIUANNISdn-ean AudufuRnsteyadiannsednd

(@)

(o)

(en)

fAnsieannniiesnunisuenynay deswiinisuantnsiildszydinu 1
UnsUsrrvu viieluoygwdud fuidmihifnweanaudasnde esutns
{Ansio (Visitor) udihnsastufindeyaadluayatuiin suiiseyliluenans
“Suiinmsiiheeniiuil”

{Andeainmiienuasuen Mgunsaireuiiames visgunsalildlunns
UftRnumUiRnuiiviesmuaussuuaietny fesastufinsenisgunsal
Tunvurlesunisvesygniineenauiissyliluenas “dufinnisidieen
fiuit” Tgniosdia

ey

AUWATEUU ABanTIadaumNgniewestayaluayatuin wuuresunisve
sugaieeniuldmihshwvmulasadeidulsedmnisou

U0 @& {luaziaIasnouiinmes gunsalulbounenuinesneuiinmes syuy

LA3UIBVDINUIBIY AaalasuaugyInaINTIntnisnulazfesluRnuuleuieillaeinsnin

Tnggldauseenseniuunesy “n1sveideusainiayie”

U0 &. MIVBUYNLTUNUN Web Server Folaiugae (Sub Domain Name) vy

Suinveuey wsenivlsdevesuyndermtviisn warasdedifnadusunsule q Adwanseny

fON1INTEVINVDITTULLAYHITLDY 9

U0 <. uglanseyinisindeudie Aadadiuiuvieninisle 9 degunsaldiunana laun

fu v ¢ ) Y . e A W A )
gunsnldadune (Router) aunsainszaedayaaudoya (Switch) gunsalilleumaiuszuues U 18MaN

Inglilasuaugnanndguasyuy

10 @=. HALATEUU ABIAIUANNITIUNTITEUULATEYNY 1iTBUTNITIANITTLUULATEYY

TnegnafiusyansSnwn sasalddl

(@)

(o)

(en)

(@)

(&)

()

Fosdrinansmsldiuionuauglinuliannsalinuenzszuuiniets
fldsuayaainy
Fosdrimduninsdifisssuueiorieninisldmusutu
Fowiansldidumauueietennied swesiameslUS uedosmeuiiumesusitng
e sl auanansaldidumaedu o 14
svuuiAdetietmunvemhenuiiinsdeussludsruuindetiesy 9
aeuenvihssudeadeusoiiugunsaidestunisyngn srudiadesd
ANNAENIlUN1IRTIRFUIUTUNTUUTEASATIE (Malware) 93
svuuLATeIefosfndaszuuns1adunisyngn (Intrusion Prevention
Systemy/Intrusion Detection System) tlensaaeunsldnuvesyanaiidltau
sruuiaietsvonmhsuludnvaueiaund
msngszuunseisnielumienu ngdunvssuudumesiadndused
msastufinitnldan (Login) Insuansianusederldam uazdosiinisfigo
fudusnu (Authentication) shensldsianing ilemsiaaeunmgniioswes
fldnunounnads
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@) deadostuiilimiisnuneuenfidousoanunsouediu IP Address neluy
V958 UUATET BN UYOIMNB Y

(@) Foadarunuiaszuuiniotis (Network Diagram) @eflsneazidemianiiu
YOULYAVDITEUULATBUI8A8TULALIATEYIN 8 UDN LazgUnTalsIg q
niouiaUuuslfutagtuogiane

(@) n332YRUNIRluATRYY

a

- dauaszuudnsnudgdnisveouseinietie toun edervelduinig
Twazden lATeInaNmeiivelduInis IP Address uazanunings
- guUnsalidugeudedrlasunINgLay IP Address muiifvunlaudaua

SYUULATDUY

€

- Houaszuudesiringldnuiiannsatldgunsalls
- nsdlgunsaififinisidendeainiaierienisuen Fesdinsszynuoias
gunsaihannsadidendeiuinioinsaelulivieliannsadonsels
- gUnsniiA3ev1ed0ea1N190ATI9d0Y IP Address 109G UNI LAY
Uanennala
- fueltuimsdesnsenuuumledy “nsveidiensioiniets” lnsnillnan
Wy UlAveInIENs9asnsaEn ¥ade Intranet a1515048%
- madldeugunssivuedotedesihmsfigadinunnadailigunal
(@0) Amunszozinadldauiieglussuuinievigliesnainszuuiniedioiile
Hudrsanmsldmudunaiu
fo e fauaszuy Fesuimamuniesesneniameiuite (Server) uazduiinveulunis
guaszuuAsLiaweswite (Server) Tumsimunudly vieldsuutasaising o vesworlduifszuy
(Systems Software)
{0 ¢o. nMsfarivieUsulgwendaivessruuuFosiinnsveeysfaindguassuuly
neuANiumg

(%
Y

AARY
{0 €o. Amualiiinisdafiveesaldn lauss wazienarsdmiurensuisvesszuuny
Wluanwiindausiunsaonsdt
fo ¢o. MsdaLfvdoyaasnasmeneniinmes (Log) ielidoyarsiasmsnenfinmes
fmnugndeanazanunsassyieiyanaldauuuinie n.5.u. vhenisnseianuiaieddu
ADUNIABS N.A. bE&o
Yo &m. AmummasmsmuANNsIF T UULAS BT BT AR DsABNT ARSI Y (Server)
Mngldnuneuenuhenu eguadnuemiudaonssvesszuy mMukumUiiR delui
(@) yAAIINMIBMLATBUENTFaINTAnSlunsdldiussuuiaiotienas
\n3osneNfialaesiiUng (Server) veanthenuazdesinioseeygmiy
aednualdnws eveoygnanmimigay
(o) fimsmuaugama (Port) Mdlunisdihgssuuegiesnny
(@) 38nsla 9 Aanusadrgdeya neszuudeyaldanszezlnadesldsy
N150UYININTINTIMIBY
(@ nndszuunnsseglng dldnudeuanmang iy ssymgrarsenudnly
Tunsanlivanuiumhenuegiauiieme
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(@ nsdszuuiesevienslukagsrvvasaumealuniisnuainsseslng
Fesiinsasdufinidnlden (Login) Tnsuansinufedodlisnm wazded
nsfigaududuiinu (Authentication) sensldssiaru iilensiaasy
augndesasfldnuraunnads

fo ¢e. twmualviinisudssnedods fuieluid

(@) Internet wusneniaiednetdumiovivges 9 aue1A15619 9 Lﬁammu
n1sinduesetielaslilasueynn

(o) Intranet wWaAdevenelulaziaioiisneuen Wemulasadglunslda

szuvansauwmangly

To ¢ Muuan1sUesiunIavienaraunsalsing 9 '1/1Lsuamaﬂmuummamaamw@Lﬁ]u
LAEHINUINUAISAIVIUAAT Parameter 6119 9 19U IP Address ag19tiaalay o ass nanani
nsimuudluvden/dsunuasen Parameter dioaudsyanafiifeadadlssunsunnads

o . syuuATETIETIMLATTins T euselUSsruuIAT T e By 9 A1PUDNNUILIUY
doadoudenugunsailiostunisyngnudelusunsulunisvih Packet Filtering 1iu msldln$aoad
(Firewall) vaagnsauasau o sauvidesiiniuanunsalunsasadusanas (Malware) e

{0 @w. Fosfinsindaszuunsaadunisyngn (IPS/IDS) ilensavaeunisldiurasynna
fdlFnuszuuesoinsvommhonu Tudnwueiinnd Taslinmsaseaounsyngnsituszuuedetig
mslfamludnuaeiiiaund uazmsudluvasunlasssuuiaiets Taoyananlifisunavihiiedos

o &w. IP Address vasszuvnuesetiangludndudedinstesiulilinbenunieuen
fidonsoannsausadiuld ioidunstesiuliliyananeusnannsaiieyaiieaiulasiaiives
seuuiasatnelalaedny

fo e nsldiadaaiianns q (Tools) ilensnnaasuszuuAdetnefodldiuniseysia
MNngguaszuuazsiansldauamzviisidy
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daufl o n13AUANNISIIINeTEUUUUANNS (Operating System Access Control)

U8 vo. HAWATEUU Aedmvuantsameleuyrainsivdvesmiheay (ngufiiniude <)
Tunslfrumuanusndu suidureuufoidmsunisenidnansnsldnu Gaeufoimude eo)
19U nsaneen siemsiasusumtsunelumieny Wus

{9 vo. fwuatureunsUfiRRedlFny

(@) Hdrusormunsimiulunsldiminiesneuimeisuinveu

(o) wdranszuvAnsaate Fesdsruuuimsdanissianiiu fausarey
Jelneuiedimavhauludnvuednluditadedenmadsusiaiiues
fduildgnimualiGusufiimdeutunsiafsssuulaeui

@ fldnufosisanisldnulsunsuousuniiie (Screen Saver) Wiviinis
Sonutinenmilolifinisldou vimindudedosnisldnu fldnudedd
swasinu (Password) lawdildau

@ eunmsdildszuuufdinmsseninsasiufindldan (Login) nnads

(@ fldnudesliougnliidulifesfldany (Usemame) uazsianinu (Password)
yosmulunsiildnueiosnonfiumesvemiisnusiuiy

(o) flsusesinsasiiuiinesn (Logout) fufidleidnldanuvdsluiegiinthae
Dunanuu

(@) FmTnndeldenlusunsudseian Peer-to-Peer Miolusunsuiifiamidna
uusiaglasuayaIn NNt UNTENTINES1IEY

(@ wodwsinsgnsnarsisugy 1Tavans {ldnuannsoveldauldn
yiihfinudndu wegialdlildnuwinsiadodelfaurenduaidula
laifidvdns mnasrany Foindumnuiindruyana flinuiuinveuusiios
Ay

(@ wovdusinsenrassuguinwmionlilldny fedudedndu sl
gl shnshads nenneu wWasuwas wily vieviduun wedhluldo
fidu

(00) uldninensnndszianiduvesnszniteansisaugy ioUszlovd
N14N15AN

(o) Vugléauiiauedeyaiiiangrune azifindvdns wansteninusunin
Ldwngay vietasefasssy nsdfldnuaiaiiunavueiotienouitunes

(o) MUHITUVBINUIENY AIUANABUNIUABITNIOTEUUANTAUMNANIBUDN
Ingliilasuaunnannimtmiieny

U9 oo, N157¥YLarduduiinuveedldenu (User Identification and Authentication)
fnualigldauuansinuiiedeflian uazdeadinsfigaudususnuiionisldsianu
\lonsaaeunnugniesesldnudeunnads Tnsufoamuuumaiitmunlilude ee

{9 oo, n151d91uTUTUNIUUTELANYTAR (Use of System Utilities) Hasdinuaz
AruAun1slENU Tsunsugiandmivlusunsunesfianosfidrdy Wosnnsldelusunsug fian
vswiaannsaviligldnanidesnasnmsdesfiunsnuanuiunsasadevesszuuld Wedesu
nsazidin vioudndsanmsmanutiuasUaendefildfmunl ivteiieguda Tidudung el
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(o)
(en)
(@)
()

[
aaa

nsldaulusunsugas deslasumseulifangauaseuu wasasiinsigay
gududinudnsunsdrlvldauldsunsugian tedidauazaiuay
n15ldau

TWsunsugnaaminanldanusesdiasdindvdns
AosniulusunsugianoanangendwIsdniusE ULy

IS o Y a Q‘yd‘ Yo k4 QQdy
finsthindvodilatueyanalildaulusunsugyias

1% a A 4 aad 13 s A v
Fossnidnvieauiislusunsugianuaseendusmieidestussuuauiliil
Audndulunsldnu sunsestesiuliligldauansadfmieldau

TUsunsugnanle

99 oc. NSMUUANATINUTTUVATAUWNA (Session Time-out)

(@)

(o)

fuualissuvasaunainisiaLaznuaainslday Weiinisinaiuain
n15ld91u 1uaan mo wiililuedistes desgAnisldnussuvaisauma
(Session Time-out) v

sruvansaumaifiaudsaienrmddnygdliiunszosnanginislda
syvuidletaduainmstdnulrdutunuanumunzay weduna eo Ui

99 €. NTINNATLELIAINSYIUADTEUUAITAUNA (Limitation of Connection Time)

(@)

(o)

Fossrinszovnailunisideuseriioliinusiunsasnfoundsdudmsu

sTuUansaumA ieusUndiadudifinnudssviedimudfayge elitiaany

shunadaende fai

- fwmuaszezainisiieusessuuwmaluladaisaunanaznisdoans
AuSusTUUETAUINA MeueUnALATuTiiA U EYS maummmﬂmaa
LW@IWTIGNW mmmiﬁumﬂmmwam mfﬂui gozaRAIruam
Imammmiﬁi%’lm o Flusdonsideuse o Al

- vualdssuumaluladansaumanasnisioansinissiaraeszeviaa
sl fmsssyuasfigadin edldnulnnnads

Avualiszuuansauma Aanudidygs szuvnuitingldanuluaauiid

auides (uitansisasvdefiufineusnienu) Snssifngasssosian

msideuse nely mo wifi
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duil o n3AduguNsIEnEsTUsINsIYsTandviauaUnALATuLazasauMA (Application and
Information Access Control)

U0 oo, FAuaseuu Aeainuantsamelougldaulnl (esudfnude <) lunisldanu
ey suviuneuUoRdmsunsenandvsnsléou (reufdimude eo) Wi nsaeen
visomaAsuiumisounelumieau 1us

{0 oo, fauaszuu desfmuadninisldeussuumaluladarsaumaiidfy idu
sruumauianesusunsulszens (Application) anuunedidnnsetind (E-Mail) szuuiesetnglsany
(Wireless LAN) szuuduimasiien (intemet) 1ludu lnadosliansianiznisufuaemulundii
wazdeslézuauiiturouanimimhsouduasdnvaidnes samfsdeamuniudnisng
og1sainaND

1o o fguaszuy Fdosdmuaszeznanlunmaifensessuvasauma AldlunsuFoRau
szuvansaumaing o Wegldalsifnsldaussuvasaume 1 o und szuvazginisldny
fldnudesnsnsassuiindldam (Login) Aeudssuumsaumasnads

{9 e, fpuaszuy dosdmstansaninislérussuunaysiainuesypainsdeelud

(@) MvuanisasunUasuaznisenianswadiu (Password) Lﬁ'agﬂ%muiwu
8198N NIDNUIIMNAWMUL TRENENNTITIU

(o) vuabigldauliduiinusafusianiu (Password) tiluszuunauiiunes
Tuguuuuiilailsdestunisdnds

(@) fvusdedldeuvdosiadldnudodidniy

@ lunsdfenuindudoslidvnifmiugldnuitandasan dénudumsdos
lesuanuitureuwazeydfarnwandiviiesu Inefinisiivunszesiiad
msl¥nunazsz funisldnuiuiiileuszeznafainaviosiuaindium s
wazfinmsimuadnsfiawildduindrddddesesulalitig wasdosimunli
sviagldauaeansiag ldnunuung

{9 wo. fauasruu Fesuimsdanisniadfeoyanudssinnduaudulunisauay
maddsdeyauiassmantuamuduiimadifdaensuasnmadifeiussuunu sadasnehag
ToyausazUsznndunrudy deluil

(@ #osmuaunsdndsdeyausazdssianduauduiinisdrdadaensuas
NSINDIRUTEUUY

(o) Fosimuasiedofldau (Usemame) uazsiarnu (Password) tileldlunns
nsaouinuaiewlinudoyn Tuutardumiuduvasteya

() fvunszeznansldounegssiunsldnuiuiideiusseznadngn

(@ nsfudesdeyadiAgyniussuuLAseUIea1s s AITIATUNISIUNTHE
(Encryption) ﬁLﬂummgwuafma Wi SSL, VPN %5 XML Encryption sy

(@ rmuanisidsusiaiiu (Password) AusEEELIANTIAIMUATEITEAY
GPRNGRLIENILHG

(o) MuuauInsnIsinvIauTuasUasadsvestoyalunsdiith dunind
29NUDNNUIBIIU WU U535 Asaageu Widndunisdisesiazaudeya
ffvegludetuiintou 1usu
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(@) Fosdrsesteyauazszuy uagnaaoumsfauteyanazsruuogwaiaue
Tnofmuamnudlunsdidunuegadmauluusassyuy

@) ldinudeyadidguetesdinislivugunsalwuunnm viuwafinaudnlu way
foyarsnanazdedimathstateyaidumnsgu

() deyaiiitunnuduiifesdsoonluuonsadnms Tnsgndnfulivugunsaiiuy
wAnwsegnawusEULIAIeYIElTany fewH un1TeulRINIIIveITEULINY
uaxgInTsy uazvhmsdnsadeyanaysruueietneldmeneuvinty

(00) MaiAeudnedeyaiiidunnudy downsgvinlasyanafidivessruruLas
sanssufmun wagazdeshaedoyadnaniuiidelsiinisldemud

{9 e, sruvdslasiomssuniu Suansenuuasdaruddngs THURoRGE

(o) szuviihsenissuniu lneiinansgnuuaziinnudidgyas laun ssuuteys
fUnefidudeyaiifertestunsinuneuiauazdoyanisnsunmed szuu
yrannsiiudeyadiuynnaveadmiifinielunssnsisansisaay

(o) dosinmsmunuanmsdenvessruuiilisonissuniulneaans
(o.0) SesfiRnuusndudadiu uagdosiiundnsliions{ilasy

souvneuity lUufiRnuluiosnugudng
(b.0) AARITEUULENAIIMINANTFULATAUMAB UL A AnElunTs
RRANIGH

(@) #osnrugugUnssineufintnesuazdearsindeudinaznsufvau

N AYUBNBIANT
{9 oo, misldnugunsnineufiunesuardearsindoud Fesufoanuolud

(@) A9I9ERUANIWIBNYDIRBNTIWMeT uavaunsaifiazthluldaudregluanim
worldammiel uaznnaeulusunsuasy g AvaNS

(o) sziaszidlilfyananisuendnasndeyasnaouiinmesmirluldls uus
Foyailatnsweunsidunsimly

(@) dlenunanuindudeddgunsalinenfiamesuardearniadoudiud Tiuih
defudmthifisuiiaveuiiui

(@ WnihifsuiaveulunsivAudesnsivasvanimanunionldauves
gunsnineuimefuaydeansindeuiinyudude

@ wnusngienuidemeiifstutuinananulszavesisiisusies
gl drinldFessuRnveusomnudevefiindu
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daufl @ MavimsdanisvenduasuarAnans uaznstlasiulusunaulsivszasdd (Software
Licensing and intellectual property and Preventing Malware)
fo . ngMsaIsITigy WinudAgydeomingadunstggn Foumenduag
fimhsanueyyalildnunieiimiisnuiavans fénuamsoveldauldmumiiaudniy
wagsallalvglFnuinisindavieldaugondunsdulaitliiiaeudn mniinsnmnadeunueiuin
giuazdadvdns foiulumnuindiuyena fldmuasdesfuineunsifissdiien
{0 e, waMALS (Software) ivihaulddawionlilildoy fedudsddudenmshay
Ui ldawins aenneu Waguwas udly vievhd e luldnuiidu q snduldunsounm
NnvmthmngnuvdedildSuseunnefinansluavans
{0 e, movfumesvasiléufndilusunsudesiula¥anonfinned (Antivirus) a1ui
mheolduszmelily Guudreufiumefiuduaieaiienisinu Tnsdasldsueugnan famdh
Ve IINRl]
fo ao. UsIANTEya lid woviuas viedsdula Aldsuangldaudusiodldiumnsiaaey
hianeufinmeiuasivsunsulivsvasanouthuldnudefutuiinnnady
U0 oo, {LEUADIIN15UTUUTTeya dmTunsiraeunaruSuusessuuujianasg
(Update Patch) llmhave iiaidunistosturnuideveiionnintu
Yo o, flfeusoafissyTihdauaslusunsulivszasdinasnina saadonuasminyng
Alduipandavnuiguassuy
fo . loldunuinaiosmenfiunesinlia fldnudedsifoudeiniesnoufinmnes
WgAToUY LaEABILIIUARARATEUY
19 co. vhudnasuvindnun wWasuulas avits Sedoya donu tenans wieddla q 7w
dunswdveamtnenu vievesidu nslildsueygnainmiimihsny
o go. Tuvhmamewnshyareufinned sawas vielusunsudunsele q fienarsliian
audemoingaunsndvomsny avisflaziaunlusunsuviosniawasla o amisaduiunsle
usidaslaiduiiunig fodl
(o) Wawlusunsuniosdauadle q fleviatenalnnwiainuvasafeszuy
satanmanseiiludnvasdunisueuldsiain mednasuriduudeya
yAnABuYE LN TARUYeIYARRDLY

[y [

(o) WU UTLATUNTDENIALITLA 9 %Mﬂﬁ;ﬁ%’muﬁﬁméuazﬁﬁ uAEIALY
Tummaa‘umaw%’wmﬂiizwmﬂﬂdw;ﬂ%’muﬁ'u

(@) Faunlusunsulafozyiardalusunsuvdeudssalusunsulufulusunsudy
Tuanweaugufginuiueunsalsanauimnes

(@ Wannlusunsuniossawadla o favianeszuudifndndnishd (License)
YONALIS

(@ nausdeyafiianguue axfindvans uansdonnu sUnmlivangan
WI0UnnefAasIINUSEINAOURNURIUsTINAlNY ﬂiﬁﬁ&ﬂi’fﬂﬁua%’m’?mm

UULASDUIABURILADS
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U9 Q. MIRALgeNALsiasnguneuen (Outsourced Software Development)

(@)
(o)

(en)

(@)

(@)

()

(o)

JalniinsaruaulaTIN ST ndwIsiaegsuAaliuINIsIINATEUeN
finnsanszyilases Jugfansluninddundyadmiveesaldnlunis
Wannwedwislaggudnlruinmsainaiguen

fsanfmuaE e sanUANS Iy AT 9a0Uf AN LAY ANLNABIVES
gorduIsAaziinsimurlaegliuinisneuen Tnoseyliludygrdn
fividuglvuinsnisuoniu

Tiinnsnsrvaeulusunsulaiuszacdi lusenduasang q fazsnisings
AousLiunsRnns
NFIINNTAUDUNITHAUITDNKITIINNUIBITUAIBUBN NUIBUADS
ffiunsiasuswariusng o

A2 UUIINA18UBN (Outsource) Aosasuuludyyldilainedaya
(Non-Disclosure Agreement) nouaLiuN1T

ARLNSTUUINANEURN (Outsource) Aastiauf URmuuuiuleuy wasuuufu

Tums¥nwAuiuAaenfeAUANTAUMA YBINTENTWEITITUGY
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#uil « MIUfiRuINAIBuBndinau (Teleworking)

1o cm. Fosdn1snsraasuitgunsaliiduvesdruidsldlunsdrfassuuinalulad
asaumavemhsnuansreglnatinmstosiuliauaznslinulifioadauiimenuivue

10 se. foin1sdanssuaunIaidmiunisufufnuainsseslng nisdniudeya uax
gunsaleansilvrugldnuanszerlng

fo ce. fldmanssoglnannau fesimsigaisauieumsldnu Wefiummunasnsds
Wi sWaRu seIsnIs I Wudy

to @o. lieugralildnugunsaiiiluvesdrudiioirfessuumaluladansaumavos
mheuanszeglng mngunsaldananliegnglinisauaumuulouisanuiiunsasadoves
VeI IARl

Yo cl. Fosrmuneiinvosnu daluenisvhau duauduresdoya suunuuazyInTg
#1499 vomnhesnuieyn anaghisugalioRauanszeyina

{0 . Fostmunduneuljodmiunsvooud® n1svesnidn msfmuavieusulss
dvEnisdhfesruuasaumanaznisiugunsaifiliufoRnuainseeslna
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#9uil @0 M3muANNTdIRIszULIATaUNElFa1e (Wireless LAN Access Control)

10 g KARATEUY faanuaudyamvesgunsainssanedygauuuliane (Access Point)
I¥aluaoonueniuilinuszuuiaierglimetosiian

{0 co. fuaszuy Aewiinisidsud SSID (Service Set Identifier) fignrimunidusn
336U (Default) mwmﬂﬁwﬁmﬁuﬁﬁﬁwqﬂmaﬁmzmaé’aﬁmmwuﬁaw (Access Point) unlgeu ag
fvunlifdou SSID (Service Set Identifier) Insianzazutuiifudurudy dindndae

19 <. wml,ai UU AOINTNUAA Wweless Security LHunuy WEP (Wired Equivalent
Privacy) 138 WPA (Wi-Fi Protected Access) #3® fifnan Iumimwmauanmwmsaaaﬂsuw
(Wireless LAN Client) uaz gunsainszatedayaauuulians (Access Point) LLammumﬂﬂmaiﬂw
uanadeszuIAovelFany

10 <o, HAKATTUY 1FON1II8N1IAIVAN MAC Address (Media Access Control Address)
wazvietinydfldnu lseygnamsglinuiiiavilunmailinussuueieriglfmemuiimuald
ity

{0 wen. fguaszuu dosdimsfndsliiiead (Frewall) szwinsszuuiaiatngliameiussuy
wsevenelumiieny

fo ce. fpuaszuy mstmualiglienluszuuiaieiglianedndedoasiuiniedne
A8luniI8a1UR LN VPN (Virtual Private Network) 1ilatasdesfunisyngnluszuuiaiodne
15

fo we. fouaszuy desinsamelougunsniyniilifadessuuaietngliany
fo wo. fpuaszuy Fosliwenduriviessauifnmadeunnusiunsasnisvesszuy
wietglimeifionssmsnnaeunas ufinmmnisaifiuiasdoidatulussuuieiodeliane uazdnds
IHNURANITNTIVEBUNN o LoU Wazlunsdfinsraaeununisldnussuuiaietnelfaeiiiaund
TALATEUY $189UABTIMTIN I8 UNTIUTIU

{0 wo. fuaszuy dosmuaugualiliiyaravdenitssrumeusnilildsueygyn 1y
sruunsevielianglunisigssuunietisnas ssuvansaumanglumieny

fo e flsuiidosnsdideszuuiaiednsliasveinszniisansisugy azAeiinig
amedouiugguaszuuuaziedldsuiasaneuginanimimhenueganduaednvaldnys

fo «e. fpuaszuy desinisamadouimuadnsgléomilunndfeszuuieiodislas
Tmnzaniunthiianusuiaseulunmsuiifnu neudldszuueietnsldans st Snsmumu

avsnsintivegnsadniae visil azdelasusygnangguassuumuaudnlulunislda
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#1ufl @@ M3nruaunrslHugunsaitiasiuiaatine (Firewall Control)

19 @oo. henuduthillumsuimsdans nishndauazimuaries Firewall favin

f9 @oe. MatmuAAIENFuYes Firewall Fosimuniulfiasiaa (Deny)

{0 eolo. NAUINT (Services) wazidumadousedumesidniilsioyqnnnm Policy azfs
gnuden (Block) e Firewall

f9 @om. Fldnudumedidnazdoninmsasiufindldmnu (Login) deunislénunnads

{0 eoc. MItmunAIUINNIHATNToudeTioyn xdesdinnstuiinnsiudsuudad
ynAss mnfinsdeuuaseieng 989 Firewall

fo eoe. mainfsiagunsal Frewall azdesanansniiiddliamzgilssuneumneligua
Famswiniiu

1o eob. Teyaamasmemeuiumeiitresngunsal Firewall azdesdsanludafuigunsal
Jauiudeyaasirsnereuitimes lnevzdesdiniudeyassaslivesnit «o Ju

{0 @os. n13ivuauleuslunislvuinisdumesidniuiasosnoufinnesgniieay

[
1A

Janesanmaidensofiugiuveslsunsuily feygelildeuy fannfinnudnduiedldaunedn
naidenseusnuilefiimun azdosldiumuBugonanmenuneou
8 @om. M3tmuanslfuInsveaissnouiumesidisluldasdiuvenaiodne
wdostmunseygnanzneianadousefidududensliuinawiy tnedeuleueasdosgnisy
TifuinIeneufinmesuiinsifuneiniesiliuinisede wagnisimuneinisliuinisves
\n3esneufinmesutinsviegunsalluiaietie fosveoygy mduaednuaisnusredsuronis
gudansaumauaznisioans Tnodesssydoya el
(@) WaNBLAY Port fifaansvelide
(o) vaNBIaY IP Address Yasanemsifesnisinrededns
() Inguszasd vidoTeusundiaduiivioansldnusiu Port thy 1
10 eox. wHBIINMIETRItayaNITAMUAATIA1S ) vesgunsailesiuiaseung (Firewall)
LﬁuﬂizﬁmﬂLﬁauLLasnﬂﬂ%’jqdauﬁ%ﬁmim?{sJuLLUaaﬂ'w
10 ooo. IA3BIRBNRImETLTIeTIFUIMIsTULUATAuINARY o Aeluniieaudid
Fnuaridudunsudnazdedioygraliinndendeiieldiudumesidn uusiaudniy
Tngazsoamuundunsaily
{0 eoe. Mirviudaniiazsziuniovdonnislisuveiadesnaufiamneigniieii
woAnssumsldauiiauioidssiennuiasadsvesssuuiaiotisdiusu viefnannsiaiuyes
TUsunsuifanudesionudasafoauninagldzunsudily
1o eol. MaTeudoludnuurrsinisnruguszeglng (Remote Login) 91nn18usNLNE
wosusidnevidogUnsaiedotieniely Fesiniunisdsdl
(0 vooygIMsldnuduaednvaldnys
(o) Nudaya Logfile 7i Firewall
() AU Logfile a1ne Application
Tooom  Hosdimilsnenmmsiaeniaves Frevall Rgnesdumsbivimmuiiaunimelasumsudly
10 voc. FoanT1aasuLazdanesnvosszuuniegunsaifilianuddulunisidldau
psaiaNsateosdUnviay @ Al
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#9uil el M3nruauNIsTdaaanedidnnseiind (E-Mail)

10 ooc. Tunsameziloudnigldnuaamuedidnvseiingd (E-Mail) dewinisnsendeya
vorilduinsanvanedidnnsedng (E-Mail) TagBuswedudmihiniionu

10 oon. JHaIMUNeBannIeilng aildsiaruseslivsinguiauansianiueanu
uiidpsuanseanulusUresdnydnuaiunussnustu wu “x” uie “0” Tumsiuriutasidg

Y9 wen. WisldSusiariu (Password) Afusnlumadhssuaemnedidnnseiind &
Mail) wazilefinadngszuuluafausndu THudeustariu (Password) Tngviud

19 mow. fauaszuy dostmunswundaiseulildnuldsiaiufnld wu lifu o ads

10 oow. MiTUTiNWSaLAUTHaR (Password) Liluszuupaufimes

{0 eloo. WABUTERY (Password) 1A o - ey

{0 oloo. laildfiogannuredinnsedind (E-Mail Address) wosgdulfiegunsosuvse
defoniu sniunsezlasunisdusenanidvesdldnuuazliiiodndivesanuiedidnnselind
(E-Mail) \Hugsuiinveusemsldaulusavunedidnnselind (E-Mail) vowmu

(2
a 4

10 obl. MaIaINNITIFNUTTVVIANINIEBEnNTeling (E-Mail) 1a5dudesastudinesn
(Logout) ‘I/Jﬂﬂ%ﬁ

{0 olom. nnsdsdeyaifuaiudu lirsseyanudrdyestoyaasluiidoannune
Sidnnsedind (E-Mall) uideusinegldinisidhsiadoya E-Mail findisaudivualy waglild
AwsesinseSalumsseyiiediog E-Mail vesiiuligndeadletiosiunisdsingagiu

{0 oloe. Vudsanmnediannsednd (E-Mai) Mildnuaziduanmnevey (Spam Mail)

10 oo, udannedidnvseiing (E-Mail) ﬁﬁé’ﬂwmuﬁuawma@ﬂw (Chain Letter)

10 oo, Wndsanvunedidnnselind (E-Mail) Afldnvazidunisazifiadongrung nie
Avisvetynnadu

1o olow. Vudsanvanedidnnselind (E-Mail) Tla3aluliuyanadulneianin

{0 oo, iszyTevesiddluanmunedidnnsednd (E-Mail) ynatudidsly

19 oba. l#n15d1s0sdeyavnnuiedidnnsaind (E-Mail) aaumr1udndu
SERRGERIEHE

10 omo. HlHudpiNIsnTIvdeUENAITLULIINIANINEBLANVSelindrioun1siUa
iionsrvasulidlagldlsunsutesdulafa Wumsdesiulunisialudfidu Executable File
19U .exe .com tUusiu

{0 ome. fliudedliilnuiedsiosnnuedidnnsedindniedonuildiuangds
filsigan

{0 aao. Fldnudedlilédoninuilignwniosudiannunedidnnsednddilimanzan
viedoyasusrasinliidedoidesemiisay iliAn anuuanuenseninmiieny d1ung
ImueBiannseding

10 omen. Hl9UABINTIIAOUALAVIANINEBIANNTOTNdUDInWDINN T LazAIsIALAY
wiludoyauazanmunedidnnsetindvesnuliinded urutieniign uazarsavannunedidnvnsetind
flsifesnseonanszuy eanUimunsldiefisruuaamanedidnnseting
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10 ome.  Jiuesioudreannuedidnnseiindiazlidndinendunduaissnauiiames
voenu wadunistesiugdusausuanmnals deiulimsiaiudoya viosanunedidnnseiind
A Y Y £% a a 6
lailaldualiluganvunedidnnsedng

10 om&. Hinudeddannunedidnusetindniasy dmsuldsu-dudayalussuusvnis
AUNAAMESTIURSEIOTUT o SUINAL bEEo 138 NTHMUITZUVIANNIEBIANNTaTndnans
Wean1sdeasluninly
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#9uil o M3AUANNTTIEBUMBSIIR (INnteret)

{0 omo. fouaszuy desimuaiduniinisdoudessuuaoufinnesiiionisdildeu
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